1. Introduction {#sec1-ijms-18-00162}
===============

Exosomes are vesicles ranging in size from 30 to 100 nm with an important role in cell communication, being preeminent for tumor microenvironment maturation and cancer progression \[[@B1-ijms-18-00162]\]. Despite their small size, exosomes have a complex structure composed of a lipid bilayer containing membrane proteins that surround lumen-containing proteins, mRNAs, and microRNAs (miRNAs). ExoCarta, an exosome database, highlights the contents identified in exosomes in multiple organisms \[[@B2-ijms-18-00162]\]: more than 41,800 proteins, 4900 mRNAs, and 2800 miRNAs \[[@B3-ijms-18-00162]\], with locations in several subcellular compartments \[[@B4-ijms-18-00162]\]. The specific composition of exosomes seems to depend on the cell type or tissue and may differ by physiological condition \[[@B5-ijms-18-00162]\]. For instance, exosomes derived from antigen-presenting cells present at their surface the major histocompatibility complex (MHC) I and II, whereas exosomes derived from oligodendrocytes contain myelin proteins \[[@B6-ijms-18-00162],[@B7-ijms-18-00162]\].

Additional remarkable features of exosomes are: (i) their composition varies according to the cell of origin and process of biogenesis, with cancer-cell-derived exosomes generally reflecting the tumor stage of the cell of origin \[[@B8-ijms-18-00162],[@B9-ijms-18-00162],[@B10-ijms-18-00162]\]; (ii) exosomes are stable in circulation, being found in body fluids, including blood, saliva, breast milk, and urine, which indicates that circulating exosomes may be suitable biomarkers for cancer diagnosis and prognosis \[[@B11-ijms-18-00162]\]; and (iii) they are able to alter the phenotype of a recipient cell, being responsible for the tumor microenvironment maturation and cancer progression \[[@B12-ijms-18-00162],[@B13-ijms-18-00162]\]. Understanding the role of exosomes in tumorigenesis prompted a new era in cancer diagnosis and therapy, taking advantage of the use of circulating exosomes as tumor biomarkers (reviewed in \[[@B14-ijms-18-00162],[@B15-ijms-18-00162]\]) and targeting cancer-cell-derived exosomes (herein named *malicious exosomes*) to inhibit or delay tumor development \[[@B16-ijms-18-00162]\].

In recent years, nanotechnology has paved the way for the development of a plethora of new diagnostic and therapeutic platforms, fostering theranostics. Among these nanoplatforms, nucleic acid nanocarriers constitute a promising approach for the efficient delivery of antisense oligonucleotides \[[@B17-ijms-18-00162]\]. Examples of these nanocarriers are liposomes, polymeric nanoparticles, viral vectors, and most recently gold nanoparticles \[[@B18-ijms-18-00162]\]. Gold nanoparticles (AuNPs) exhibit unique physical and chemical properties, which turns them into a powerful tool for imaging, diagnosis, and therapy, with fewer side effects \[[@B19-ijms-18-00162],[@B20-ijms-18-00162]\]. The fact that they can be modulated in shape, size, and composition, together with their size (1--100 nm), high surface:volume ratio, and the possibility of engineering their surface as desired, mean nanoparticles can be actively targeted to specific cells to modulate the circulation time in the organism (reviewed in \[[@B21-ijms-18-00162],[@B22-ijms-18-00162],[@B23-ijms-18-00162]\]). Because nanometer-size particles are sufficiently large to contain different targeting moieties and a variety of drug molecules, they may allow development of new strategies for therapy \[[@B20-ijms-18-00162],[@B24-ijms-18-00162]\]. Easily synthetized, via the citrate reduction method \[[@B25-ijms-18-00162]\], gold nanoparticles combined with biomolecules have been widely studied, with great potential for medical theranostics \[[@B26-ijms-18-00162]\].

Here we shall address novel strategies that can be used to target malicious exosomes using gold nanoparticles as vectorization platforms. Starting from the mechanisms involved in exosomes biogenesis and uptake by secondary cells, the relevance of exosomes in the modulation of tumor microenvironment and their role in cancer diagnostics and therapy, we shall then describe the potential of AuNPs for cancer nanotheranostics, highlighting exosome-based targets and strategies to accomplish tumor growth inhibition.

2. Exosomes' Biogenesis {#sec2-ijms-18-00162}
=======================

Exosomes are formed in endosomal pathway after the fusion of multivesicular bodies (MVBs) with the plasma membrane \[[@B8-ijms-18-00162],[@B27-ijms-18-00162]\]. However, the exact mechanisms involved in exosomes' formation and cargo sorting are not completely understood.

2.1. Multivesicular Budding {#sec2dot1-ijms-18-00162}
---------------------------

Exosomes are formed in the endosomal pathway ([Figure 1](#ijms-18-00162-f001){ref-type="fig"}); the process starts with the engulfment of small clathrin-coated and non-clathrin-coated vesicles formed in the plasma membrane, which are immediately transported to the network of early endosomes located at the periphery of the cell \[[@B27-ijms-18-00162]\]. Early endosomes, which display a tubular appearance, can fuse with endocytic vesicles or suffer homotypic fusion and maturation, converting into late endosomes \[[@B27-ijms-18-00162],[@B28-ijms-18-00162],[@B29-ijms-18-00162]\]. The fusion of early endosomes with endocytic vesicles marks their content for degradation, recycling, or secretion \[[@B30-ijms-18-00162],[@B31-ijms-18-00162],[@B32-ijms-18-00162]\]. The clathrin-coated vesicles' fusion with early endosomes, as well as their homotypic fusion, is mediated by the Rab5 protein \[[@B33-ijms-18-00162]\], while the transport from early to late endosomes and lysosomes is mediated by Ras-related protein Rab-7a (RAB7A) \[[@B34-ijms-18-00162]\]. The levels of Ras-related protein Rab-5A (RAB5A) fluctuate in singular early endosomes that migrate from the plasmatic membrane into the center of the cell, where RAB5A is exchanged for RAB7A \[[@B35-ijms-18-00162]\].

The process of early endosomes' maturation into late endosomes involves acidification of the endosome lumen due to vacuolar ATPases (V-ATPases), changes in protein content, and inward budding of the membrane, resulting in the formation of intraluminal vesicles (ILVs) \[[@B9-ijms-18-00162],[@B29-ijms-18-00162],[@B36-ijms-18-00162],[@B37-ijms-18-00162]\]. Accumulation of ILVs in late endosomes originates multivesicular bodies (MVBs) in a process involving the assembly of approximately 20 proteins to form the endosomal sorting complexes required for transport (ESCRT) and auxiliary proteins, such as Programmed Cell Death 6 Interacting Protein (PDCD6IP/ALIX), Vacuolar Protein Sorting-Associated Protein VTA1 Homolog (VTA1), and Vacuolar protein sorting-associated protein 4A (VPS4) (reviewed in \[[@B27-ijms-18-00162],[@B38-ijms-18-00162]\]). It is believed that while the ESCRT-0, ESCRT-I, and ESCRT-II complexes are responsible for the recognition and sequestration of ubiquitinated proteins targeted for lysosomal degradation, the ESCRT-III complex is involved in membrane budding and scission of ILVs \[[@B32-ijms-18-00162],[@B38-ijms-18-00162]\]. However, there is no consensus on the ESCRT subunits, since the exosome biogenesis in different cell types seems to be accomplished by the action of distinct protein members of the ESCRT complex \[[@B9-ijms-18-00162]\]. An ESCRT-independent mechanism has also been described for exosome biogenesis, which resembles the events elicited by budding viruses, involving membrane budding sustained by lipids (e.g., lysobisphosphatidic acid (LBPA) and ceramide) and tetraspanins proteins \[[@B9-ijms-18-00162],[@B39-ijms-18-00162],[@B40-ijms-18-00162],[@B41-ijms-18-00162]\]. A balance between ESCRT-dependent and ESCRT-independent mechanisms seems to occur within the cells \[[@B26-ijms-18-00162]\]. Distinct multivesicular-endosomal populations coexist in the same cell, with ILVs presenting heterogeneous sizes and compositions \[[@B8-ijms-18-00162],[@B9-ijms-18-00162],[@B10-ijms-18-00162]\].

MVBs formation seems to be stimulated by several factors, including phosphatidylinositol 3-phosphate (PIP3), growth factors (e.g., Epidermal Growth factor (EGF)), hepatocyte growth factor-regulated tyrosine kinase substrate (HRS), pro-inflammatory proteins (e.g., PDGF-BB and Tumor necrosis factor alpha (TNF-α)), ubiquitination of the cytosolic tail of endocytosed proteins, cellular membrane topology, increase of intracellular calcium, depolarization induced by potassium, and hypoxia \[[@B40-ijms-18-00162],[@B42-ijms-18-00162],[@B43-ijms-18-00162],[@B44-ijms-18-00162],[@B45-ijms-18-00162]\]. Moreover, the exosome secretion is enhanced by the activation of tumor suppressor-activated pathway-6 (TSAP6) and CHMP4C mediated by the tumor suppressor p53, observed in stress-induced cells \[[@B46-ijms-18-00162]\].

2.2. Exosome Cargo Sorting {#sec2dot2-ijms-18-00162}
--------------------------

### 2.2.1. Protein Sorting {#sec2dot2dot1-ijms-18-00162}

It is mainly during ILV formation that exosome composition is defined \[[@B8-ijms-18-00162],[@B9-ijms-18-00162],[@B47-ijms-18-00162]\]. As already mentioned above, the sorting of ubiquitinated proteins for degradation is mediated by ESCRT-0, ESCRT-I, and ESCRT-II machinery. However, protein sorting into exosomes seems to be independent of these mechanisms \[[@B48-ijms-18-00162]\]. Two different mechanisms are likely to be involved in protein sorting into exosomes, a heparanase-syntenin-ALIX-ESCRT-dependent mechanism, and an independent mechanism \[[@B49-ijms-18-00162]\]. In the heparanase-syntenin-ALIX-ESCRT-dependent mechanism ([Figure 2](#ijms-18-00162-f002){ref-type="fig"}), the heparanases located at the endosomal membrane cleave the long heparan sulfate chains of syndecans into shorter ones, allowing their clustering \[[@B49-ijms-18-00162]\]. Syndecans complexes are then recruited by the cytoplasmic adaptor syntenin-1, which interacts in its turn with ESCRT-III machinery by the ALIX protein that is involved in membrane budding and protein sorting \[[@B48-ijms-18-00162],[@B49-ijms-18-00162]\]. Different constituents of the heparanase-syntenin-ALIX-ESCRT machinery are involved in protein cargo sorting. For example, while the hepatocyte growth factor and vascular endothelial growth factor (VEGF) accumulation is stimulated by heparanase \[[@B50-ijms-18-00162]\], recruitment of CD63 is mediated by ALIX and syntenin-1 \[[@B51-ijms-18-00162]\]. ARF6 and PLD2 are regulators of this machinery \[[@B40-ijms-18-00162]\]. However, other mechanisms seem to modulate protein sorting into ILVs, since CD9, CD81, and flotilin-1 proteins' presence in exosomes is not affected by heparanase \[[@B48-ijms-18-00162]\]. It is likely that GAIP-interacting protein C terminus (GIPC), which is involved in the trafficking of transmembrane proteins to endocytic vesicles, controls exosome biogenesis and influences exosome content \[[@B52-ijms-18-00162]\].

Networks of tetraspanin-enriched microdomains (TEMs), consisting of platforms composed of tetraspanin proteins stabilized by palmitoylation and associated with cholesterol and gangliosides, seem to be relevant for sorting membrane proteins into ILVs \[[@B9-ijms-18-00162]\]. It is likely that the formation of a tetraspanins web is mediated by heparanase-syntenin-ALIX-ESCRT, since tetraspanin CD63 is recruited by syntenin and heparanase \[[@B48-ijms-18-00162],[@B51-ijms-18-00162]\]. Mobius et al. suggested that while cholesterol-rich MVBs were targeted for secretion, cholesterol-poor vesicles were destined for degradation \[[@B53-ijms-18-00162]\]. This might reflect the increased content of tetraspanin networks in ILVs' membranes. Tetraspanins interact with several proteins, including cytoskeleton family proteins, possibly by interactions with the ezrin-radixin-moesin (ERM) family and actin, integrins and IgSF members of adhesion receptors, proteins of the immunoglobulin superfamily, proteoglycans, signaling receptors, including protein kinase C (PKC) and G protein-coupled receptors, complement regulatory proteins, enzymes including proteases, signaling enzymes, metalloproteinases, and cadherins \[[@B9-ijms-18-00162],[@B54-ijms-18-00162]\]. For an extended and detailed description of the role of tetraspanins in exosomes cargo selection please refer to \[[@B9-ijms-18-00162],[@B55-ijms-18-00162]\]. In the web of tetraspanins, CD151 and Tspan8 have high relevance for tumor progression and modulation of the tumor microenvironment \[[@B56-ijms-18-00162]\]. Interestingly, comparison between exosomes derived from highly metastatic ASML (ascites, solid, metastases, lung) cells and ASML cells with CD151/Tspan81 double knockdown, showed that these tetraspanins are preponderant for exosomal-induced stroma matrix remodeling, upregulation of cytokine expression in hematopoietic cells, and driving epithelial-to-mesenchymal transition (EMT) in non-metastatic cells \[[@B56-ijms-18-00162]\].

### 2.2.2. Nucleic Acid Sorting {#sec2dot2dot2-ijms-18-00162}

Despite not being fully understood, increasing evidence points to nucleic acid incorporation into exosomes occurring during ILV formation via an active mechanism \[[@B30-ijms-18-00162]\]. Additionally, evidence of a passive mechanism is supported by the fact that the content and type of RNA in exosomes generally reflects the physiological state of the cell of origin \[[@B30-ijms-18-00162]\]. The RNA of endothelial-cell-derived exosomes reflected the induced hypoxic stress and endothelial activation of the parental cells, while exposure to high sugar concentrations had no significant alterations on the exosomal RNA content \[[@B57-ijms-18-00162]\]. miRNAs are well-conserved small non-coding RNAs (\~21--25 nucleotides) involved in the post-transcriptional regulation of gene expression \[[@B58-ijms-18-00162]\]. miRNAs are involved in biological events, such as cell proliferation and differentiation, developmental timing, cell fate, cell reprogramming, tumorigenesis, and apoptosis, among many others \[[@B59-ijms-18-00162],[@B60-ijms-18-00162]\]. Encoded by eukaryotic nuclear DNA, they are transcribed mostly by RNA polymerase II generating miRNA primary transcripts (pri-mRNAs), which are processed by Drosha into \~70-nucleotide hairpin precursors (pre-miRNAs). These pre-miRNAs are exported from the nucleus by exportin-5, and then cut by the endonuclease Dicer, generating short double-stranded mature RNA molecules of \~21--25 nucleotides with two-nucleotide overhangs (for a more complete review, see \[[@B61-ijms-18-00162],[@B62-ijms-18-00162],[@B63-ijms-18-00162]\]). Typically, one of the strands (passenger strand) is degraded, and the guide strand binds to proteins of the Argonaut family (Ago) and is incorporated into the RNA-induced silencing complex (RISC), which guides it to complementary sequences in target mRNA molecules, silencing them by cleavage of the mRNA molecule, shortening of the poly A tail, and/or mRNA translational repression (for a complete review, see \[[@B64-ijms-18-00162],[@B65-ijms-18-00162],[@B66-ijms-18-00162]\]). Interestingly, Ago2 protein also seems to be involved in miRNA sorting to exosomes, which is supported by the high export into exosomes of the Ago2-dependent miR-451 \[[@B67-ijms-18-00162]\]. Interaction of the RISC components Ago2 and GW182 with MVBs was previously described \[[@B68-ijms-18-00162]\], which might be a mechanism to modulate miRNA content on exosomes by the cellular levels of their targeted transcript to maintain miRNA:mRNA-target homeostasis \[[@B69-ijms-18-00162]\].

The active RNA sorting mechanism hypothesis is supported by evidence that exosomes are enriched with mRNAs and miRNAs with specific characteristics \[[@B67-ijms-18-00162],[@B70-ijms-18-00162],[@B71-ijms-18-00162],[@B72-ijms-18-00162]\]. There is some heterogeneity in the miRNA cargo of exosomes originating from the same cell, suggesting that some exosomes lack miRNAs \[[@B73-ijms-18-00162]\]. A comparative analysis of the miRNA content in exosomes and B cells revealed that miRNA incorporation into exosomes might be dependent on 3′-end posttranscriptional modification \[[@B72-ijms-18-00162]\]. Koppers-Lalic and co-workers showed an enrichment of 3′-end uridylated isoforms in exosomes, while 3′-end adenylated miRNAs were mainly found in cells, suggesting a selective distribution of miRNAs \[[@B72-ijms-18-00162]\]. Moreover, mRNA fragments contained the 3′-untranslated regions with a 25-nt zipcode with the "CTGCC" core domain and the miR-1289 binding site located in a stem-loop structure \[[@B71-ijms-18-00162],[@B74-ijms-18-00162]\]. Furthermore, miRNA sorting might be mediated by the recognition of GGAG and UGCA motifs by sumoylated ribonucleoprotein hnRNPA2B1 \[[@B70-ijms-18-00162]\].

2.3. Exosome Release {#sec2dot3-ijms-18-00162}
--------------------

Early and late endosomes form contact points with the endoplasmic reticulum that provide local lipid exchange and protein--protein interactions that become tighter with endosomal maturation \[[@B27-ijms-18-00162]\]. These contact points, together with cholesterol, control the movement of endosomes to the perinuclear region mediated by dynein and Rab7-interacting lysosomal protein---RIPL \[[@B27-ijms-18-00162]\]. Late endosomes will ultimately fuse with lysosomes for protein degradation, or with the plasma membrane, secreting the ILVs to the extracellular environment, which are then called exosomes \[[@B27-ijms-18-00162]\]. During early to late endosome maturation, tubules form that end up forming the recycling endosomes ([Figure 1](#ijms-18-00162-f001){ref-type="fig"}) \[[@B27-ijms-18-00162]\]. The MVBs' intracellular traffic and fusion with plasma membrane is mediated by the action of Rab GTPases ([Figure 1](#ijms-18-00162-f001){ref-type="fig"}) and Soluble NSF-attachment protein receptors (SNAREs) \[[@B75-ijms-18-00162],[@B76-ijms-18-00162]\]. Several Rab GTPases have been described to be involved in these processes, depending on the cell type \[[@B41-ijms-18-00162]\]. Rab11 seems to be required for exosome secretion in K562 eritroleukemia cell line \[[@B77-ijms-18-00162]\], while Rab35 is required for their secretion in oligodendroglial cells \[[@B78-ijms-18-00162]\]. Additionally, Rab27a and Rab27b GTPases have been reported to be associated with the regulation of exocytosis of lysosome-related organelles \[[@B41-ijms-18-00162],[@B75-ijms-18-00162]\]. However, it is not known if these differences are due to a specific exosome release mechanism in different cells or if the different Rab act in different steps of the exosome secretion \[[@B75-ijms-18-00162]\]. Moreover, Riches and co-workers described that in breast cancer cells, exosome secretion is dependent on their concentration in the extracellular environment, suggesting a dynamic equilibrium between exosome release and uptake \[[@B78-ijms-18-00162]\].

3. Exosomes' Uptake by Secondary Cells {#sec3-ijms-18-00162}
======================================

The inhibition of exosome uptake with the use of antibodies and other chemical compounds made possible the recognition of several exosome internalization mechanisms, which depend on membrane fusion, endocytosis, and protein interactions. In turn, these may induce changes to recipient cells \[[@B79-ijms-18-00162],[@B80-ijms-18-00162],[@B81-ijms-18-00162]\].

The process of membrane fusion occurs when two distinct membranes are brought into close proximity and merge, allowing transfer of information \[[@B81-ijms-18-00162],[@B82-ijms-18-00162]\]. Several proteins such as SNAREs, Rab proteins, SM-proteins, and several proton pumps have been described to participate in this process \[[@B83-ijms-18-00162],[@B84-ijms-18-00162],[@B85-ijms-18-00162]\]. Exosome uptake has also been shown to be dependent on several endocytic mechanisms, such as phagocytosis, clathrin- and caveolae-dependent endocytosis, macropinocytosis, and lipid-raft-mediated endocytosis \[[@B80-ijms-18-00162],[@B81-ijms-18-00162]\]. Actin, dynamin 2, and phosphoinositide 3-kinase (PI3K) are involved in several endocytic mechanisms \[[@B80-ijms-18-00162],[@B81-ijms-18-00162]\]. Phagocytosis is an actin-mediated mechanism that requires the presence of receptors to specific membrane proteins \[[@B86-ijms-18-00162]\]. This process exhibits two different patterns of internalization, depending on the phagocytic capability of the cell \[[@B87-ijms-18-00162]\]. However, it is yet to be determined if, in these cells, this process occurs for internalization purpose or for elimination. Macropinocytosis is a clathrin-/caveolae-independent endocytic pathway like phagocytosis but does not require direct contact for the uptake. Also, this mechanism is dependent on Rac1, actin, and cholesterol---which is required for the recruitment of activated Rac1 \[[@B88-ijms-18-00162],[@B89-ijms-18-00162]\]---and requires Na^+^/H^+^ pumps \[[@B90-ijms-18-00162]\]. Several inhibitors of Na^+^/H^+^ pumps, such as 5-(*N*-Ethyl-*N*-isopropyl)amiloride, amiloride, and bafilomycin A, have already been proven to decrease macropinocytosis uptake \[[@B91-ijms-18-00162],[@B92-ijms-18-00162]\]. PI3K has been shown to stimulate macropinocytosis \[[@B90-ijms-18-00162]\].

Lipid rafts are sphingolipid- and cholesterol-enriched areas in the plasma membrane that act as organizing centers \[[@B93-ijms-18-00162]\] and may promote clathrin-independent endocytosis of exosomes \[[@B80-ijms-18-00162]\]. Also, exosomes carry several tetraspanins that bind to integrins in recipient cells \[[@B94-ijms-18-00162]\]. For instance, the tetraspanin Tspan8 interacts with CD49d to promote exosome uptake \[[@B94-ijms-18-00162]\]. Also, heparan sulfate proteoglycans and lectins have been shown to be important for exosome uptake \[[@B95-ijms-18-00162],[@B96-ijms-18-00162],[@B97-ijms-18-00162],[@B98-ijms-18-00162]\].

4. Malicious Exosomes and Cancer Progression {#sec4-ijms-18-00162}
============================================

As discussed above, exosomes are formed in the endosomal pathway and are the result of the fusion of ILVs with early endosomes in MVBs \[[@B76-ijms-18-00162]\]. Once released to the extracellular space, exosomes can interact with cells in the neighborhood or travel long distances, enabling the transfer of their cargo between different cells, modulating their phenotypes \[[@B43-ijms-18-00162]\]. This modulation of a recipient cell phenotype is dependent on the origin of the exosomes: positive effects are triggered by exosomes released from normal cells, whereas negative effects arise from exosomes released from cancer cells (transfer of oncogenic features)---*Malicious exosomes* \[[@B99-ijms-18-00162]\]. The tumor microenvironment contains multiple stromal cells, including cancer-associated fibroblasts, endothelial cells, adipocytes and infiltrating immune cells (all of which communicate with tumor cells), blood vessels, signaling molecules, and extracellular matrix (ECM) proteins ([Figure 3](#ijms-18-00162-f003){ref-type="fig"}) \[[@B59-ijms-18-00162]\]. Paracrine communication occurring between genetically and epigenetically diverse tumor cells and the tumor microenvironment is crucial for tumor malignancy and progression (reviewed in \[[@B1-ijms-18-00162],[@B100-ijms-18-00162]\]).

Concerning the protein cargo of malicious exosomes, proteomic analysis conducted in exosomes derived from cancer cells revealed the presence of metastatic factors (e.g., MET, S100A8, S100A9, TNC), signal transducing proteins (e.g., β-catenin, EFNB2, TNIK Wnt5B), metabolic enzymes (e.g., GAPDH, ENO1), stress response proteins (e.g., HSP90α, HSP70), cytoskeleton proteins (e.g., tubulin, actin), transporters (e.g., SLC44A2, SMVT, SLC1A5, CLIC1), proteases (e.g., PAI-1, PRSS23, CTSD, PLAU), metalloproteinases (MMPs) and their activators (e.g., MMP-14, MT1-MMP), cell surface receptors (e.g., EPHA2, TACSTD2, ROR2), miRNA metabolism proteins (e.g., Dicer), signaling glycoproteins (e.g., CD47, TSP1, and SIRPα), and even transcriptional factors (e.g., Notch, Wnt) \[[@B11-ijms-18-00162],[@B101-ijms-18-00162],[@B102-ijms-18-00162],[@B103-ijms-18-00162],[@B104-ijms-18-00162],[@B105-ijms-18-00162],[@B106-ijms-18-00162]\]. Furthermore, exosomes are highly enriched with endosome-associated proteins (e.g., ALIX, TSG101, heat shock proteins, such as Hsp70 and Hsp90 or Rab GTPases) and plasma membrane proteins (e.g., actin, annexin, tetraspanins CD9, CD63, CD37, CD81 and CD82, integrins, and antigen-presenting molecules).

Besides mRNA and miRNA, exosomes are also composed of a diverse range of other nucleic acids, including mtDNA, piRNA, lncRNA, rRNA, snRNA, snoRNA, and tRNA \[[@B106-ijms-18-00162],[@B107-ijms-18-00162]\]. Transmission of nucleic acids mediated by exosomes is crucial for microenvironment maturation and tumor development, as mRNA and miRNA can modulate neighbor or anatomically distant normal cells inducing tumor phenotype \[[@B1-ijms-18-00162],[@B12-ijms-18-00162],[@B13-ijms-18-00162]\]. Even though the length of exosomal mRNA is generally no longer than 700 nucleotides, in vitro translation into full proteins was observed \[[@B108-ijms-18-00162],[@B109-ijms-18-00162],[@B110-ijms-18-00162]\], suggesting that normal cell modulation may be attributed to mRNA transported by exosomes. However, miRNAs are also very preponderant in the genetic regulation of normal cells that end up with a malignant phenotype \[[@B58-ijms-18-00162],[@B111-ijms-18-00162]\]. Oncogenic miRNAs, oncomirs, dysregulated in cancer cells, are known to play essential roles in cancer initiation and progression \[[@B58-ijms-18-00162],[@B66-ijms-18-00162]\]. The influence of miRNAs in cells distant from their origin is conceivable due to their transport out of cells via exosomes, which can then enter circulation and be transported to distant sites \[[@B112-ijms-18-00162]\]. Importantly, exosomes have been reported to protect miRNAs from degradation by RNAses \[[@B113-ijms-18-00162]\]. Squadrito and co-workers showed that miRNA transported in macrophage-derived exosomes modulated the gene expression and biology of acceptor endothelial cells \[[@B69-ijms-18-00162]\].

Very few studies have focused on the lipid composition of malicious exosomes \[[@B10-ijms-18-00162],[@B114-ijms-18-00162]\]. Generally, exosomes are composed by raft-associated lipids, including cholesterol, diglycerides, sphingolipids, phospholipids, glycerophospholipids, and polyglycerophospholipids \[[@B44-ijms-18-00162]\], and distinct lipid composition is observed between exosomes and parental cells \[[@B44-ijms-18-00162],[@B115-ijms-18-00162]\]. Using Laser Tweezers Raman Spectroscopy, Smith and co-workers found exosomal heterogeneity in the same cell concerning the lipid content \[[@B10-ijms-18-00162]\]. Moreover, the amounts of cholesterol and phospholipids varied between exosomes secreted by cancer and normal cells, and a role for exosomal lipids in tumor progression and drug resistance have been described \[[@B10-ijms-18-00162],[@B114-ijms-18-00162]\]. Additionally, transport mediated by malicious exosomes of growth factors (e.g., TNF-α, EGF, and fibroblast growth factor (FGF)) is preponderant for tumor microenvironment modulation \[[@B1-ijms-18-00162]\].

Situations of stress like exposure to hypoxia, starvation, or acidic conditions are common in the tumor microenvironment \[[@B116-ijms-18-00162]\]. Stress conditions experienced by tumor cells promote the release and trafficking of malicious exosomes that may contribute to tumor growth and evasion since they can alter the surrounding microenvironment by modulating healthy cells, which start presenting a malignant phenotype \[[@B117-ijms-18-00162]\]. Also, these nanosized vesicles can stimulate angiogenesis by inducing expression of vascular endothelial growth factor (VEGF) and cytokines in endothelial cells and pericytes and migration through secretion of matrix MMPs or its activators, which degrade proteins from the extracellular matrix such as collagen and fibronectin \[[@B5-ijms-18-00162],[@B99-ijms-18-00162],[@B103-ijms-18-00162],[@B116-ijms-18-00162],[@B118-ijms-18-00162],[@B119-ijms-18-00162],[@B120-ijms-18-00162]\]. Vesicular transport via exosomes can also influence tumor-related pathways including EMT, migration, and metastasis by preparing the metastatic niche at a new anatomical location \[[@B1-ijms-18-00162],[@B100-ijms-18-00162],[@B103-ijms-18-00162],[@B121-ijms-18-00162]\]. EMT is a conserved biological process responsible for the transition from a polarized, immotile cell, which normally interacts with the basement membrane through its basal surface, to a motile mesenchymal cell. A series of biochemical changes characterize this process, including activation of transcription factors, expression of specific cell-surface proteins, reorganization and expression of cytoskeletal proteins, production of ECM-degrading enzymes, and changes in the expression of specific miRNAs \[[@B122-ijms-18-00162]\]. Phenotypically, the cells become less adhesive due to decreased expression of cell adhesion proteins such as E-cadherin and γ-catenin; they lose their apical--basal polarity and increase their motility and invasive potential due to the increased expression of mesenchymal markers such as vimentin, N-cadherin, fibronectin, and some matrix MMPs \[[@B65-ijms-18-00162],[@B123-ijms-18-00162]\]. EMT culminates in the degradation of the underlying basement membrane, allowing the mesenchymal cell to migrate away from its original epithelial layer \[[@B122-ijms-18-00162]\], which plays a crucial role in tumor invasion and metastasis, constituting an early metastatic step \[[@B66-ijms-18-00162]\]. Moreover, exosomes serve as intercellular communication vehicles, even at a distance, and play important roles in drug resistance \[[@B100-ijms-18-00162],[@B124-ijms-18-00162]\]. Exosomes can also be responsible for the efflux of intracellular drugs, which can be the basis of therapy resistance \[[@B112-ijms-18-00162]\]. Stromal cells located in the tumor microenvironment secrete exosomes that modulate the invasiveness and metastatic potential of the cancer cells \[[@B1-ijms-18-00162],[@B100-ijms-18-00162]\], and exosome release seems to be increased as the tumor progresses, with metastatic cells generally producing higher amounts of exosomes than epithelial cells \[[@B125-ijms-18-00162]\]. Exosomes are also preponderant in drug resistance of tumor cells, since the increased secretion of exosomes containing chemotherapeutical drugs seems to be directly proportional to the drug resistance throughout the cancer cell lines \[[@B126-ijms-18-00162]\]. Also, the mRNA, miRNA, and protein content of cancer-cell-derived exosomes seems to play a role in chemotherapy resistance \[[@B45-ijms-18-00162]\]. As an example, docetaxel-resistant derived exosomes transporting MDR-1 confer resistance to docetaxel-sensitive cells \[[@B127-ijms-18-00162],[@B128-ijms-18-00162]\].

Malicious exosomes play a crucial role in the modulation and shaping of the tumor microenvironment. Understanding the molecular pathways involved in exosomes' biogenesis and recognition by normal cells is crucial for clarifying their role in tumor microenvironment modulation. Novel strategies to thwart exosome release by cancer cells or their uptake by normal cells via the effective targeting of key genes/proteins involved in these pathways have been continuously explored. Also, since exosomes are stable in circulation (detected in body fluids, including blood, saliva, breast milk, or urine), this indicates that circulating exosomes may be used as biomarkers for cancer theranostics (diagnostics and therapy) \[[@B11-ijms-18-00162]\]. Altogether, controlling exosomes' malicious effects may constitute a new weapon in the fight against cancer. The following sections will point out some of these strategies.

5. Exosomes in Cancer Diagnosis {#sec5-ijms-18-00162}
===============================

As mentioned earlier, malicious exosomes are enriched in proteins, mRNAs, and miRNAs that are differentially expressed in cancer cells. Therefore, malicious exosomes are potential biomarkers in biological fluids, and hopefully will eliminate the need for tumor biopsies. Increased levels of circulating exosomes have been observed in the sera of patients with epithelial ovarian cancer, lung adenocarcinoma, or colorectal cancer and in the urine of patients with prostate cancer \[[@B129-ijms-18-00162],[@B130-ijms-18-00162],[@B131-ijms-18-00162],[@B132-ijms-18-00162]\]. In ovarian cancer patients, similar levels of miR-21, miR-141, miR-200a, miR-200b, miR-200c, miR-203, miR-205, and miR-214 were found in sera exosomes and in tumor cells, revealing that it might possible to diagnose ovarian cancer using exosomes extracted from blood sera of patients instead of biopsy profiling \[[@B129-ijms-18-00162]\]. Another report of patients with ovarian cancer demonstrated that a panel of four miRNAs (miR-373, miR-200a, miR-200b, and miR-200c) isolated from blood sera exosomes was suitable to distinguish between benign and malignant forms of tumors that correlated to shorter overall survival \[[@B133-ijms-18-00162]\]. Analysis of the miRNA content of exosomes recovered from pleural and peritoneal effusions of patients with ovarian cancer also revealed a correlation between higher levels of miR-21, miR-23b, and miR-29a and shorter disease-free survival, and another association of higher levels of miR-21 and a shorter overall survival time \[[@B134-ijms-18-00162]\]. Similarly, in patients with lung adenocarcinoma, the levels of miR-17, miR-21, miR-106a, miR-146, miR-155, miR-191, miR-192, miR-203, miR-205, miR-210, miR-212, and miR-214 in exosomes recovered from blood sera were similar to those encountered in tumor samples, thus making possible diagnostics in blood samples \[[@B130-ijms-18-00162]\]. In prostate cancer patients, the presence of two well-known biomarkers in exosomes recovered from urine samples, such as the PCA-3 and TMPRSS2:ERG mRNAs, indicated an alternative strategy for early screening of the disease \[[@B135-ijms-18-00162]\]. Also, in clear-cell renal cancer patients, higher levels of circulating miR-210 and miR-1233 in exosomes from blood sera showed a marked decrease in patients recovering from renal surgery \[[@B136-ijms-18-00162]\]. A strong correlation of higher levels of miR-373 in circulating exosomes retrieved from the blood sera of patients with estrogen-negative, progesterone-negative, and triple-negative breast cancers was also demonstrated \[[@B137-ijms-18-00162]\]. A set of differentially expressed miRNAs (miR-29a, miR-29b, miR-29c, miR-150, miR-155, miR-191, miR-223, miR-302d, miR-579, miR-630, miR-1246, and let-7d) positively correlate with chronic lymphocytic leukemia \[[@B138-ijms-18-00162]\].

6. Exosomes in Cancer Therapy {#sec6-ijms-18-00162}
=============================

The exploitation of exosomes for therapy, either as nanovesicles to carry therapeutics and/or devices to limit cancer progression, has been gaining momentum. One major approach consists in the inhibition of malicious exosomes' biogenesis. However, inhibition of some pathways may be cell-dependent, which may be a limitation. As an example, while the inhibition of ceramide synthesis via the sphingomyelinase pathway reduces exosome production in myeloid-derived suppressor cells \[[@B139-ijms-18-00162]\], the same outcomes were not observed in prostate cancer \[[@B140-ijms-18-00162]\]. RNA-mediated silencing or knockdown of Rab27a generally results in decreased secretion of exosomes \[[@B141-ijms-18-00162],[@B142-ijms-18-00162],[@B143-ijms-18-00162]\].

The use of exosomes in cancer therapy takes advantage of the biocompatibility, stability, and targeting ability of exosomes for targeting the delivery of proteins, RNAs, or chemotherapeutic drugs. Loading of therapeutic cargo into exosomes may be accomplished by passive or an active loading. Passive loading consists of the overexpression of RNAs, including miRNAs, shRNAs, or mRNA, in a cell culture and further collection of exosomes containing the desired cargo \[[@B144-ijms-18-00162]\]. Exogenous loading consists of the directed introduction of the desired molecule into purified exosomes via electroporation \[[@B144-ijms-18-00162]\]. Engineering exosomes with a therapeutic cargo and target ligands fused to extracellular proteins greatly improves the specificity and efficiency of the therapy. For example, Tian and co-workers electroporated doxorubicin into exosomes collected from immature dendritic mouse cells expressing Lamp2b fused to a tumor-targeting integrin \[[@B145-ijms-18-00162]\]. An intravenous injection of the engineered exosomes into BALB/c nude mice with breast cancer allowed the specific target of the chemotherapeutic compound, inhibiting tumor growth \[[@B145-ijms-18-00162]\]. Other exosome-based therapies include the removal of malicious exosomes using a hemodialysis-like procedure \[[@B146-ijms-18-00162],[@B147-ijms-18-00162]\], or dendritic-cell-derived exosome-based vaccines \[[@B148-ijms-18-00162],[@B149-ijms-18-00162],[@B150-ijms-18-00162],[@B151-ijms-18-00162]\]. These strategies have been put through several clinical trials but, until now, none has reached phase III \[[@B148-ijms-18-00162],[@B149-ijms-18-00162],[@B150-ijms-18-00162],[@B151-ijms-18-00162],[@B152-ijms-18-00162]\].

7. Gold Nanoparticles {#sec7-ijms-18-00162}
=====================

7.1. The Potential of Gold Nanoparticles {#sec7dot1-ijms-18-00162}
----------------------------------------

AuNPs are easily synthesized in the lab in a variety of sizes and shapes, conferring them intense light absorption and scattering, high photothermal conversion rate, and photostability. Other attractive characteristics of AuNPs include their high colloidal stability, biocompatibility, and simple ligand conjugation chemistry, i.e., they may be covalently or electrostatically conjugated to a variety of biomolecules, including nucleic acids, proteins, peptides, antibodies, fluorophores, drugs, etc., conferring them targeting, therapeutic, and diagnostic capabilities \[[@B153-ijms-18-00162],[@B154-ijms-18-00162],[@B155-ijms-18-00162],[@B156-ijms-18-00162]\]. The application of nanoparticles for cancer therapy requires stability in solutions with high protein and salt concentrations \[[@B157-ijms-18-00162]\]. Controlling the size of the nanoparticles is important because it will influence optical and electric properties, the pharmacokinetics, biodistribution, and accumulation in the tumor site. Nanoparticles should not be smaller than 10 nm to avoid renal clearance and the surface charge must be neutral or negative to minimize nonspecific interactions with other molecules and avoid immune response \[[@B24-ijms-18-00162],[@B158-ijms-18-00162]\]. To increase the circulation half-life of AuNPs, they are usually functionalized with biopolymers such as polyethylene glycol (PEG), which increases their hydrophilicity and therefore colloidal stability, biocompatibility, and biodistribution. The PEG layer at the AuNP surface becomes hydrated, generating an inert hydrophilic surface, which increases the AuNP stability in high salt concentrations and biological environments by preventing their aggregation. Equally, functionalization with PEG prevents the non-specific electrostatic adsorption of biomolecules, including proteins such as opsonins, which are circulating plasma proteins that mark antigens for phagocytosis. Therefore, covering AuNPs with PEG molecules prevents the recognition of AuNPs by the mononuclear phagocyte system (MPS) (which would remove AuNPs from circulation), and subsequently increases their half-life in the blood stream and biodistribution. PEG molecules can be linked to the AuNP surface via a PEG-linked thiol group (thiolated PEG), which forms a quasi-covalent bond with the AuNP surface. PEGs can be intercalated with other functional groups at the AuNP surface, or can themselves serve as linkers for the subsequent functionalization with other functional biomolecules ([Figure 4](#ijms-18-00162-f004){ref-type="fig"}). The latter requires bi-functional PEG chains, containing a thiol group at one end and an appropriate functional moiety at the other, such as an amino or carboxyl group \[[@B159-ijms-18-00162]\], which allows a variety of biomolecules to be linked to the PEGylated AuNPs, including cell-penetrating peptides, fluorescent dyes, tumor-targeting ligands or antibodies, nucleic acids, etc.

Nucleic acid molecules modified with thiol groups at either the 3′ or 5′ ends show a strong affinity for the AuNP surface, forming quasi-covalent bonds \[[@B160-ijms-18-00162]\]. Using this strategy, it is possible to functionalize AuNPs with single-stranded oligonucleotide (ssDNA) molecules, short interfering RNAs (siRNAs), and miRNAs \[[@B159-ijms-18-00162]\]. In addition, AuNPs can be functionalized with a fluorophore-labeled hairpin DNA that can silence gene expression (mRNA) as well as exogenous siRNA and endogenous miRNA, while exhibiting a quantifiable fluorescence signal that is indicative of the degree of silencing \[[@B161-ijms-18-00162],[@B162-ijms-18-00162],[@B163-ijms-18-00162]\]. In a similar way, AuNPs functionalized with ssDNA can also hybridize with complementary nucleic acid sequences in biological samples \[[@B163-ijms-18-00162],[@B164-ijms-18-00162],[@B165-ijms-18-00162],[@B166-ijms-18-00162],[@B167-ijms-18-00162]\]. Another way to functionalize AuNPs with nucleic acids is via electrostatic interactions. Zhang et al. demonstrated that the adsorption process between nucleic acids and AuNPs is governed by electrostatic interactions, and that the charge repulsion among DNA strands and between DNA and AuNPs can be reduced with salt addition, reduction of the pH, or by using non-charged peptide nucleic acid (PNA) \[[@B168-ijms-18-00162]\].

7.2. Targeting with Gold Nanoparticles {#sec7dot2-ijms-18-00162}
--------------------------------------

AuNPs may reach the tumor by passive or active targeting. Most solid tumors possess intrinsic characteristics, namely high vascular densities with extensive permeability and impaired lymphatic clearance, together known as the enhanced permeability and retention (EPR) effect. These characteristics originate with the process of neo-angiogenesis, which is the rapid recruitment of new blood vessels to feed the tumor as it continues to grow. Angiogenesis is triggered by the release of cytokines and other signaling molecules as the tumor needs more oxygen and nutrients, and results in an abnormal vasculature in both form and architecture, with a very disorganized endothelium presenting large fenestrations into the tumor interstitial space. These gaps, which are only present around the tumor, allow the selective penetration of nanosized molecules from the defective vasculature to the tumor site \[[@B153-ijms-18-00162]\]. At the same time, the rapid and uncontrolled tumor growth compresses the lymphatic vessels, which end up collapsing, resulting in impaired lymph drainage. This allows the nanosized molecules to be retained at the tumor site, but not in normal tissues. Together, these processes allow the passive targeting of the tumor by the nanosized molecules. However, once the nanoconjugates reach the tumor site, they need to be internalized into the tumor cells. The extent of cellular uptake depends on factors such as the size, shape, surface charge, and lipophilicity of the AuNP conjugates. Despite this EPR effect, functionalization of AuNPs with active targeting moieties has been shown to increase the cellular uptake of nanoconjugates \[[@B169-ijms-18-00162],[@B170-ijms-18-00162],[@B171-ijms-18-00162]\].

Typically, tumor cells overexpress a certain number of cell surface receptors (as compared with normal cells) that can be used as tumor biomarkers, i.e., markers which altered expression correlates with a specific clinical outcome or biological behavior. These cell surface receptors can be used to direct AuNPs preferentially to tumor cells. Since tumor cells will express more of these cell surface receptors than normal cells, by functionalizing AuNPs with biomolecules that bind specifically to those cell surface receptors, they will accumulate preferentially in tumor cells. To this end, AuNPs are usually functionalized with targeting ligands such as monoclonal antibodies and peptides/proteins (e.g., cell internalization peptides, transferrin, EGF), folic acid, carbohydrates, and DNA/RNA, depending on the desired cell target \[[@B21-ijms-18-00162],[@B172-ijms-18-00162]\].

8. Targeting Malicious Exosomes with Gold Nanoparticles {#sec8-ijms-18-00162}
=======================================================

The described properties of AuNPs make them suitable for targeting malicious exosomes and several different approaches have been proposed: (i) tackling malicious exosome biogenesis and release by AuNPs functionalized with tumor-specific targeting moieties (e.g., antibodies against overexpressed receptors) and silencing moieties that target key genes/proteins involved in exosomes biogenesis and secretion; (ii) targeting circulating malicious exosomes using AuNPs as theranostics devices via functionalization with affinity agents, including exosome-binding lectins and antibodies, aiming at exosome capture and selective retention from the entire circulatory system \[[@B146-ijms-18-00162],[@B147-ijms-18-00162]\]; and (iii) limiting exosome uptake by secondary cells using AuNPs functionalized with inhibitors of the exosome uptake machinery (e.g., siRNAs, hairpin antisense oligonucleotides), and consequently reducing normal cells' modification by malicious exosomes within the tumor microenvironment or at distant locations. The next sections will describe silencing and targeting strategies, either directly of vectorized by AuNPs, to modulate the way malicious exosomes modify the tumor microenvironment (summarized in [Table 1](#ijms-18-00162-t001){ref-type="table"}).

Recent studies suggested that exomes may also mediate the transport of AuNPs \[[@B18-ijms-18-00162]\]. Spherical nucleic acids containing a gold core were endocytosed by PC-3 prostate cancer cells, sorted into exosomes, and re-introduced into the same cell type, where they exhibit high gene knockdown \[[@B18-ijms-18-00162]\]. In another study, the silencing capacity of the functionalized AuNPs was extended to cell lines of a different anatomical region \[[@B117-ijms-18-00162]\]. Indeed, the exosomes secreted by breast cancer cells treated with AuNPs functionalized with an anti-*RAB27A* gene could induce *RAB27A* gene silencing in bronchial/tracheal epithelial cells \[[@B117-ijms-18-00162]\]. The loading of AuNPs into exosomes might occur after uptake of AuNPs by endocytosis and further processing in the endosomal pathway (reviewed in \[[@B189-ijms-18-00162],[@B190-ijms-18-00162]\]). This is supported by imaging analysis of the internalization of AuNPs by the water invertebrate *Hydra polyp* that revealed AuNPs' internalization by cells in the highly eukaryotic conserved endosomal network \[[@B191-ijms-18-00162]\]. These results point out to a new avenue for cancer diagnostics and therapy via gold-nanoparticle-mediated targeting of exosomes.

8.1. Tackling Exosome Biogenesis {#sec8dot1-ijms-18-00162}
--------------------------------

It is during ILVs' formation in MVBs that the exosome composition is determined. Hence, it is tempting to target this pathway with the intent to inhibit the secretion and manipulate the cargo of malicious exosomes. The intrinsic properties of AuNPs, including tumor passive targeting, biocompatibility, and easy functionalization, made them suitable for use as vehicles of exosome biogenesis. One approach to tackle malicious exosomes via AuNPs might be achieved by targeting MVB in tumor cells. In cancer cells, a correlation might be possible between increased exosome secretion and defective endocytosis \[[@B192-ijms-18-00162]\]. Depletion of key subunits of the four ESCRT complexes (namely, Hrs, Tsg101, Vps22, and VPs24), resulted in larger multivesicular endosomes but a clear differentiation between early and late endosomes was still observed \[[@B173-ijms-18-00162]\]. RNAi targeting of the auxiliary proteins Vps4A/B on MCF7 cells resulted in lower release of exosomes \[[@B51-ijms-18-00162]\]. Overexpression of Rab5 with a point mutation that causes lower GTPase activity of the protein resulted in the impairment of early intra-endosomal trafficking and enlargement of endosomes \[[@B175-ijms-18-00162]\]. Depletion of Rab7 by RNAi resulted in the formation of large endosomes filled with ILVs and reduced the levels of exosome release \[[@B51-ijms-18-00162]\]. On the other hand, a decreased content of Vps4A was associated with hepatic tumor progression, being involved in the regulation of miRNA secretion in human hepatoma cells \[[@B193-ijms-18-00162]\].

Despite not being directly related to targeting the biogenesis of exosomes, one approach that is relevant for cancer therapy takes advantage of AuNPs' endocytosis. Using this approach, the lower pH of early endosomes when compared to the extracellular environment can be used to trigger pH-dependent drug release from the nanocarriers (reviewed in \[[@B194-ijms-18-00162]\]).

Targeting the protein and RNA sorting machinery may allow the modulation of exosome content to reduce their malignancy. As an example, a significant decrease of exosome proteins was observed after inhibition of ARF6 mediated by RNAi \[[@B40-ijms-18-00162]\]. The higher expression of heparanase in cancer cells is generally correlated with an increase of tumor angiogenesis, invasiveness, and metastasis \[[@B195-ijms-18-00162],[@B196-ijms-18-00162],[@B197-ijms-18-00162],[@B198-ijms-18-00162]\]. Inhibition of the heparanase activity or disruption of the heparan sulfate structure in MCF7 cells resulted in the reduction of exosome secretion \[[@B48-ijms-18-00162],[@B51-ijms-18-00162]\]. Indeed, it was registered that exosomes of GIPC-deficient pancreatic cancer cells had a distinct composition of the exosomes of the parental cells, also resulting in an increased sensitivity to gemcitabine, possibly by sequestering the efflux pump ABCG2 in the vesicles \[[@B52-ijms-18-00162]\]. Considering the influence of mRNA and miRNA in tumor development, it would be expected that blocking the mRNA and miRNA internalization into exosomes would allow for constraining cancer's progression. This might be achieved by the construction of nanoparticles targeting miRNA internalization sequences, limiting the incorporation of miRNAs containing these motifs into exosomes. Indeed, mutations in GGAG and UGCA motifs enable the modulation of miRNA cargo in exosomes \[[@B61-ijms-18-00162]\]. Li and co-workers described a strategy based on the fluorescence-induced cleavage of a RNA molecular beacon to determine the RNA endonuclease activity of Ago2 \[[@B174-ijms-18-00162]\]. The functionalization of nanoparticles with this beacon might ally the biological compatibility and targeting of nanoparticles with the sensitive detection of Ago2 activity described by Li and co-workers for functional studies.

The silencing of proteins involved in endosome movement into the plasmatic membrane and consequent exosome release has been demonstrated; along with knockdown of Rab27a and its effector, Slp4 (Synaptotagmin-like protein), this inhibits exosome secretion in HeLa cells, resulting in larger MVBs \[[@B142-ijms-18-00162]\]. It was suggested that Rab27a is required for exosome docking to the plasma membrane and, when absent, vesicles will fuse with each other instead of fusing with the plasma membrane \[[@B142-ijms-18-00162],[@B199-ijms-18-00162]\]. The secretion of exosomes can be promoted by hypoxia and the inhibition of Rab27a has been associated with reduced mobilization of neutrophils, which leads to decreased tumor growth and lung metastasis, demonstrating that Rab27a is involved in cancer progression \[[@B43-ijms-18-00162],[@B112-ijms-18-00162]\]. Overexpression of Rab27a has been associated with the invasive and metastatic potential of human breast cancer cells by promoting the secretion of insulin-like growth factor II (IGF-II), involved in several roles in normal and breast cancer cells such as regulation of VEGF \[[@B200-ijms-18-00162],[@B201-ijms-18-00162]\]. Gold-nanoparticle-mediated silencing of *RAB27A* in breast cancer cells resulted in a decrease of exosome secretion with no consequences for cell viability \[[@B117-ijms-18-00162]\].

8.2. Tackling Circulating Exosomes {#sec8dot2-ijms-18-00162}
----------------------------------

Once exosomes are released to the tumor milieu, they can act upon the paracrine communications between tumor cells and stromal cells or travel long distances in the blood or lymphatic systems \[[@B1-ijms-18-00162]\]. The versatility of gold nanoparticles allows their use in nanotheranostics, by using the same functionalized AuNPs for diagnosis and restraining the effect of malicious exosomes in secondary cells. Malicious exosomes' biomarkers, located at the exosome surface, including lipids, proteins, and glycoproteins, can be used to achieve this goal. Despite the high potential of the exosome-based nanotheranostics, it is still in its infancy and studies are mainly focused on AuNP-based liquid biopsies for diagnosis.

The plasmon resonance characteristics of AuNPs have been used for the design of sensors for exosome quantification in liquid biopsies \[[@B176-ijms-18-00162],[@B177-ijms-18-00162],[@B178-ijms-18-00162],[@B179-ijms-18-00162]\]. Giuseppe and co-workers directly applied colloidal AuNPs to exosomes from multiple myeloma, monoclonal gammopathy of undetermined significance, and healthy individuals \[[@B176-ijms-18-00162]\]. Obtained aggregation indexes determined that multiple myeloma patients produced 4-fold more exosomes than other patients \[[@B176-ijms-18-00162]\]. In another approach, Duraichelvan and co-workers designed 3D gold nanostructures functionalized with streptavidin and biotin-Vn96 for quantification of the total exosome concentration in body fluids \[[@B177-ijms-18-00162]\]. Oliveira-Rodriguez and co-workers designed a lateral flow immunoassay for exosome detection using CD9, CD81 tetraspanins as capture antibodies, and CD63 conjugate with gold nanoparticles for detection \[[@B178-ijms-18-00162]\]. This test showed high sensitivity to the tetraspanin content, correlated to the concentration of exosomes and signal intensity \[[@B178-ijms-18-00162]\]. To profile the exosome surface proteins and proteins present in exosomes lysates, Im and co-workers constructed nanohole arrays composed of holes containing AuNPs functionalized with antibodies \[[@B179-ijms-18-00162]\]. This portable multiplexed protein analysis allowed the identification of higher expression of CD24 and EpCam in exosomes present in ascites samples from ovarian cancer patients \[[@B179-ijms-18-00162]\].

Using another screening methodology, Angeloni and co-workers could bind rhodamine-labeled HDL-like nanoparticles to circulating exosomes containing the scavenger receptor type B-1 (SR-B1), which is a high-affinity receptor for HDL frequently found in malicious exosomes, for exosome tracking and quantification \[[@B180-ijms-18-00162],[@B181-ijms-18-00162]\].

8.3. Tackling Exosome Uptake {#sec8dot3-ijms-18-00162}
----------------------------

The uptake of exosomes is dependent on the type of cell, its physiological state, and the presence of surface receptors in exosomes \[[@B30-ijms-18-00162]\]. Targeting the lipid content of malicious exosomes may allow for creating constraints in cellular uptake and thus limiting the negative effects of exosome internalization. In the same line, blocking protein receptors in exosomes, e.g., tetraspanins and integrins highly expressed in exosomes, decreases exosome uptake by secondary cells \[[@B115-ijms-18-00162]\]. Interestingly, Plebanek and co-workers could inhibit the cellular uptake of exosomes by binding high-density lipoprotein (HDL) nanoparticles to SR-B1 located in lipid rafts \[[@B181-ijms-18-00162]\]. On the other hand, Paramelle and co-workers functionalized gold nanoparticles' surface with a self-assembled monolayer of peptidol and alkane thiol ethylene glycol and then inserted the sphingolipid and cell membrane microdomain-binding peptide---SBD \[[@B182-ijms-18-00162]\]. This functionalized AuNPs allowed the real-time visualization of the lipid rafts in the membrane of live cells \[[@B182-ijms-18-00162]\]. The understanding of malicious exosomes' uptake by normal cells may allow the scientific community to focus their goals on targeting and inhibiting this internalization. Several strategies have already been attempted to reduce exosome uptake by normal cells, which can be further optimized using gold nanoparticles as a vehicle. For instance, exosomes' uptake via phagocytosis is shown to be dependent on actin cytoskeleton, PI3K, and dynamin 2. Targeting actin polymerization, PI3K and dynamin 2 would decrease exosome uptake \[[@B202-ijms-18-00162],[@B203-ijms-18-00162],[@B204-ijms-18-00162],[@B205-ijms-18-00162],[@B206-ijms-18-00162]\]. As a fact, PIK3 inhibitors, such as wortmannin and LY294002, were used to test the necessity of functional PIK3 in exosome internalization \[[@B80-ijms-18-00162]\]. The results showed a decrease in uptake, in a dose-dependent manner \[[@B80-ijms-18-00162]\]. However, as phagocytosis is a crucial mechanism in fighting infections as well as in maintaining healthy tissue by removing injured cells, inhibiting this process may lead to extensive damage. Dynamin 2 is a protein of the subfamily of GTP-binding proteins encoded by the DNM2 gene, and has been demonstrated to interact with actin during vesicle formation in clathrin-mediated endocytosis (CME) \[[@B207-ijms-18-00162]\]. It is possible to inhibit dynamin 2 activity by knockdown of the gene, which induces defects similar to those seen when PI3K was inhibited \[[@B183-ijms-18-00162],[@B184-ijms-18-00162]\] as dynamin 2 interacts with a regulatory subunit of PI3K, stimulating dynamin's GTPase activity \[[@B208-ijms-18-00162]\]. In a more recent work, Yamada and co-workers reported that pharmacological inhibition of dynamin 2 decreases cell migration and filopodia formation \[[@B209-ijms-18-00162]\]. Their findings suggest that dynamin 2 may be a possible target for cancer therapeutic. Exosome uptake by CME can also be decreased using chlorpromazine, which prevents the formation of clathrin-coated pits \[[@B185-ijms-18-00162],[@B186-ijms-18-00162]\].

Caveolae-mediated endocytosis is a clathrin-independent internalization mechanism \[[@B210-ijms-18-00162]\]. Caveolae are small cave-like, cholesterol-rich plasma membrane microdomains \[[@B211-ijms-18-00162],[@B212-ijms-18-00162]\], characterized by the presence of the proteins caveolin-1 and caveolin-2 \[[@B206-ijms-18-00162]\]. This mechanism is sensitive to cholesterol depletion agents, such as filipin, methyl-β-cyclodextrin, and simvastatin \[[@B90-ijms-18-00162],[@B91-ijms-18-00162],[@B187-ijms-18-00162]\]. Caveolin-1 is a protein required for the formation of caveolae \[[@B91-ijms-18-00162]\]; specific knockdown of the CAV1 gene leads to reduced caveolin-1 protein and afterwards significant impairment of uptake \[[@B188-ijms-18-00162]\].

AuNPs functionalized with some of these targets may allow us to tackle this uptake in a fast, specific, and efficient way by taking advantage of the array of targets that can be functionalized onto a single NP (proteins, miRNAs, siRNAs, antisense hairpins, and targeting peptides).

9. Conclusions {#sec9-ijms-18-00162}
==============

As exosome relevance in tumor microenvironment evolution and maturation grows, it becomes more evident that targeting these nanovesicles is pivotal to constrain tumor microenvironment communications and tumor progression. AuNPs are great candidates for cancer therapy based on malicious exosome targeting: (i) AuNPs are naturally targeted to the tumor microenvironment through a passive mechanism; (ii) AuNPs are suitable vehicles for gene silencing of proteins involved in exosome biogenesis, limiting the increased concentration of malicious exosomes in the tumor microenvironment; (iii) plasmon resonance of AuNPs was proven a sensitive method for exosome quantification in liquid biopsies; (iv) AuNPs may be used in nanotheranostics to both quantify the malicious exosome content and inhibit malicious exosomes' internalization by secondary cells; and (v) gene silencing mediated by AuNPs is propagated to secondary cells in an exosome-dependent way. As such, the plethora of conceptual and developed AuNP-based therapeutic systems directed at cancer cells may now be directed towards tackling exosomes, thus enhancing the efficacy of cancer treatment.

The use of AuNPs for theranostics is still in its infancy, and plenty more data on acute toxicity, bioavailability, metabolism, biological clearance, pharmacological delivery, and dose-response curves for chronic exposure are still required \[[@B153-ijms-18-00162]\]. This task is not made easy due to the lack of standardized protocols for characterization of nanoparticle-based medicines and their biological effects. Recently, the Food and Drug Administration (FDA) and the Nanotechnology Characterization Laboratory (NCL) began to systematically draft protocols to address the safety and regulatory issues concerning these nanomedicines before clinical application \[[@B213-ijms-18-00162]\]. Another critical issue for further translation to the clinics concerns scaling up synthesis from a research laboratory to an industrial setting, namely procedures to significantly increase production while maintaining reproducible product formulation and quality \[[@B213-ijms-18-00162]\]. Nanotechnology is one of the major strategic objectives for research and innovation in the European Union, which defined several goals in terms of regulation, patenting, and funding the safe development and application of nanoparticle-based medicines in health and the industrial production of nanoformulations \[[@B213-ijms-18-00162]\]. All these efforts should support this new avenue to foster cancer treatment via the targeting of malicious exosomes.
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![Formation and release of malicious exosomes. Exosomes are formed in the endosomal pathway. Early exosomes' maturation occurs while they migrate from the cell periphery towards the nucleus by the formation of intraluminal vesicles (ILV) in a process mediated by endosomal sorting complexes required for transport (ESCRT) and auxiliary proteins (left image) \[[@B32-ijms-18-00162]\]. Late endosomes, or multivesicular bodies (MVB), migrate to the periphery and ultimately will fuse with the membrane releasing the intraluminal vesicles (ILVs), which are then called exosomes. The migration process of the endosomes is mediated by different proteins belonging to the Rab GTPases family.](ijms-18-00162-g001){#ijms-18-00162-f001}

![Active protein sorting into Intraluminal vesicles. During the intraluminal vesicles formation in the endosomes, proteins are sorted by the heparanase-syntenin-ALIX-ESCRT mechanism. Syndecans with long heparan sulfate chains are trimmed by heparanase and clustered after proteolytic cleavage. Syntenin couples to endosomal sorting complexes required for transport (ESCRT) machinery via Alix protein, then recruits the clustered syndecans with associated proteins and growth factors. Proteins associated with tetraspanin-enriched microdomains are probably inserted in ILVs via CD63, which is also recruited by syntenin \[[@B49-ijms-18-00162]\].](ijms-18-00162-g002){#ijms-18-00162-f002}

![Modulation of the tumor microenvironment mediated by malicious exosomes. Malicious exosomes are involved in the maturation of the tumor microenvironment by inducing malignant transformation of normal epithelial cells, inducing the transformation of fibroblasts into cancer-associated fibroblasts, inhibiting the immune system, stimulating the angiogenic process, and inducing the epithelial to mesenchymal transition of epithelial tumor cells \[[@B1-ijms-18-00162]\].](ijms-18-00162-g003){#ijms-18-00162-f003}

![Gold nanoparticles' (AuNPs) functionalization for theranostics. After functionalization with polyethylene glycol (PEG) for higher biocompatibility, AuNPs may be functionalized with a variety of molecules, including chemotherapeutical drugs, antibodies, small interference RNA (siRNA), short hairpin RNA (shRNA), fluorescent dyes, proteins, or a combination of several biomolecules.](ijms-18-00162-g004){#ijms-18-00162-f004}
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Compilation of silencing and targeting strategies used for inhibition of malicious exosomes' biogenesis, exosomes' uptake by secondary cells, and detection of circulating malicious exosomes.

  Approach                        Target                                                     Strategy                                                                                          References
  ------------------------------- ---------------------------------------------------------- ------------------------------------------------------------------------------------------------- ---------------------------------------------------------------------
  *Exosome biogenesis*                                                                                                                                                                         
  Multivesicular budding          Hrs, Tsg101, Vps22, and VPs24                              Gene knockdown                                                                                    \[[@B173-ijms-18-00162]\]
                                  Vps4A/B                                                    RNAi knockdown                                                                                    \[[@B51-ijms-18-00162]\]
  Protein sorting                 Arf6                                                       RNAi knockdown                                                                                    \[[@B40-ijms-18-00162]\]
                                  Heparanase                                                 Inhibition of activity                                                                            \[[@B48-ijms-18-00162],[@B51-ijms-18-00162]\]
                                  Heparan sulfate structure                                  Disruption                                                                                        \[[@B48-ijms-18-00162],[@B51-ijms-18-00162]\]
  miRNA sorting                   GGAG and UGCA motifs                                       Mutations                                                                                         \[[@B61-ijms-18-00162]\]
                                  Ago2                                                       RNA beacon for endonuclease activity determination                                                \[[@B174-ijms-18-00162]\]
  Endosome movement               Rab5                                                       Point mutation with loss of function                                                              \[[@B175-ijms-18-00162]\]
                                  Rab7                                                       Protein depletion                                                                                 \[[@B51-ijms-18-00162]\]
                                  Rab27a, Slp4                                               Gene knockdown                                                                                    \[[@B142-ijms-18-00162]\]
                                  Rab27a                                                     AuNPs ^1^ mediated silencing                                                                      \[[@B117-ijms-18-00162]\]
  *Circulating exosomes*                                                                                                                                                                       
                                  Exosomes from multiple myeloma and MGUS ^1^                Aggregation indexes of AuNPs ^1^                                                                  \[[@B176-ijms-18-00162]\]
                                  Exosomes in body fluids                                    3D gold nanostructures with streptavidin and biotin-Vn96                                          \[[@B177-ijms-18-00162]\]
                                  Exosomes in body fluids                                    Platform with anti-CD9 and anti-CD63 to capture exosomes and AuNPs ^1^ with CD-81 for detection   \[[@B178-ijms-18-00162]\]
                                  Exosomes in ascites samples from ovarian cancer patients   Nanohole arrays with AuNPs ^1^ functionalized with antibodies                                     \[[@B179-ijms-18-00162]\]
                                  HDL ^3^                                                    HDL-like nanoparticles with SR-B1                                                                 \[[@B180-ijms-18-00162]\]
  *Secondary cell uptake*                                                                                                                                                                      
  Cell uptake inhibition          SR-B1 located in lipid rafts                               HDL-like nanoparticles                                                                            \[[@B181-ijms-18-00162]\]
  Real-time visualization         Lipid rafts                                                AuNPs ^1^ with Sphingolipid binding peptide                                                       \[[@B182-ijms-18-00162]\]
  Phagocytosis inhibition         PIk3                                                       PIK3 inhibitors: wortmannin and LY294002                                                          \[[@B80-ijms-18-00162]\]
  Clathrin-mediated endocytosis   Dynamin ^2^                                                Gene knockdown                                                                                    \[[@B183-ijms-18-00162],[@B184-ijms-18-00162]\]
                                  Clathrin-coated pits                                       Clathrin-coated pits inhibitor: chlorpromazine                                                    \[[@B185-ijms-18-00162],[@B186-ijms-18-00162]\]
  Caveolae-mediated endocytosis   Cholesterol-rich microdomains                              Cholesterol depletion agents, filipin, methyl-β-cyclodextrin, and simvastatin                     \[[@B90-ijms-18-00162],[@B91-ijms-18-00162],[@B187-ijms-18-00162]\]
                                  Caveolin-1                                                 Gene knockdown                                                                                    \[[@B188-ijms-18-00162]\]

^1^ AuNPs---Gold nanoparticles; ^2^ MGUS---Monoclonal gammopathy of undetermined significance; ^3^ HDL---High Density Lipoproteins.
